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Control Panel Home a
Change the visuals and sounds on your computer

Change desktop icons Click a theme to change the desktop background, window celor, sounds, and screen saver all at ence.

Change mouse pointers My Themes (1)

Change your account picture

Unsaved Theme

Get more themes online

Aero Themes (7)
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Desktop Background Window Color Sounds Screen Saver

Seealso
Display
Taskbar and Start Menu

Harmony Sky Windows Default None

o Aty @ Troubleshoot problems with transparency and other Aero effects

To begin with, I changed the theme, which, ideally, would only take a few seconds, in order to
view everything properly. The theme that the malware had by default made it extremely hard to

read the screen, so this makes optimizing the VM much easier.
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_* Mouse Properties

Buttons | Pointers I Pairter Options | Wheel I Hardware

i the
right the one you use for primary functions such
as selecting and dragging.

Double<lick speed

Dioubleclick the folder to test your setting. I the
folder does not open or close, try using a slower
setting.

Speed:  Slow . |j Fast

ClickLock
[7] Tum on Click Lock

Enables you to highlight ar drag without holding down the mouse
button. To set, briefly press the mouse button. To release, click the
mouse button again.

[ oK J[ Cancel ] Apply

Next, I quickly opened up the mouse properties and set the mouse options to normal. By default,
the malware switched the left and right mouse buttons, so being able to use the mouse normally

allows more comfort, ensuring efficiency while attempting to stop the malware from spreading.
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Next, I changed the default password, “P@sswO0rd” to a custom password, so that the “hacker”
can’t get access via the main administrator account. This helps to prevent another way for the

hacker to get into the system.

In the meanwhile of accomplishing all of this, I have been deleting all of the command prompts
that have been appearing as annoyances every minute, before I have been able to stop the

scheduled tasks, in order to prevent lag, in the meanwhile, for more efficiency.
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T ouk Schediter

Action  View Help

theadmin
theAdmin

Selected ftems

B Run

" End
& Disable
RTID
H Hep

At a certain point, I finally deleted all of the scheduled tasks in the task scheduler. This stops the
scheduled annoying four command prompts every minute as well as stops the updating hacker

user accounts and the hacker files showing up in several places in the system every five minutes.

BN Administrator: C\Windows\ Systerm32\ cmd. exe o B &

HackerB2 Hacker83 Hacker84
Hacker85 HackerBh Hacker8?
Hacker88 Hacker89? Hacker?
Hacker?@ Hacker?1 Hacker?2
Hacker?3 Hacker?4 Hacker?5h
Hacker?6 Hacker?? Hacker?8
theAdmin

The command completed successfully.

swindowsssystem32dnet User Hacker?8.Hacker?? sdelete
The zyntax of thiz command is:

MET USER

[username [paszzword | *]1 [optionz1] L[/DOMAINI]
username <{password | * AADD [optionz] L[-DOMAINI
username [/DELETE] [-/DOMAINI]
username [ATIMES:{times | ALLX]

swWindowsszyztemi2>net user Hacker?8 ~sdelete
The command completed successfully.

ssWindowsssystem32 dnet user Hacker?? ~delete
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Bl Administrator: CAWindows\System32\cmd.exe |E_| (=]

C:“Windowsssystemd2>net usep

Uzer accounts for “COMPUTER1L

Administrator thefAdmin
The command completed successfully.

C:Windowsssystemd2*net user Administrator Adelete
Sustem error 1371 has occurred.

Cannot perform this operation on built—in accounts.

C:sUWindowsssystemd2 dnet usep

Uzer accounts for “~~COMPUTER1L

Adminiztrator theAdmin
The command completed successfully.

m

C:~Windows system32 > =

Next, I deleted all of the hacker accounts, which can be used in order to gain access to the main
administrator accounts via the command line, as they are all administrator accounts as well. |
deleted them one by one in the command line using the command “net user <ACCOUNT>
/delete” for every account. An alternative which could take much less time would be to create a
batch file that runs a script to delete all of the accounts, but I thought of this AFTER I deleted all

of the accounts, so I did not do that.
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[E=5 EER |
le ol » Computer » Local Disk (C:) » Users » theAdmin » My Documents » - |€-,.‘ | Search My Documents 0 ‘
Organize v =3 Open Share with = New folder =~ [0 @
P Favorites Mame ® Date modified Type Size
I Desktop [l Re2l Team O Cloc., File folder |
& Downloads | _| Hacker130822 Re2l Team O Cloc... 30822 File 1KB|
% Recent Places | | Hacker2.30822 Re2l Team O Cloc... 30822 File 1KB|
: _| Hacker3.30822 Re21 Team O Cloc... 30822 File 1KB|
4 Libraries || Hacker.4.30822 Re21 Team O Cloc.. 30822 File 1K8|
= Documents || Hacker,5.30822 Re21 Team O Cloc... 30822 File 1KB|
o Music __| Hacker6.30822 Re2l Team O Cloc... 30822 File 1KB|
[ Pictures __| Hacker.7.30822 Re2l Teamn O Cloc... 30822 File 1KB|
BF videos __| Hacker8.30822 Re2l Teamn O Cloc.. 30822 File 1KB|
| || Hacker8.20822 Re2l Team O Cloc... 30822 File 1KB
18 Computer | _| Hacker.10.30822 Re?1 Team @ Cloc... 30822 File 1kB|
(il Local Disk (C3) || Hacker.11.30822 = c... 30822 File 1KB|
e e -Zij 2 1
& DVD Drive (D) GSPL | || Hacker12.30822 CRC"’SHA c.. 30822File 1K8|
et Ut 3 1
B .. 30822 File 1KB
€ Network || Hacker.14.30822 Share with » be.. 30822 File 1KB|
_| Hacker15.30822 . , P 30822File 1KB|
__| Hacker16.30822 bc. 30822 File 1kB|
Cut c.. 30822 File 1KB
; Copy c.. 30822 File 18|
L :Ltl_a:_kef_IQ.EOEZ_E Create shortcut Eiwa0e2 s ke
| | Hacker20.30822 c.. 30822 File 1KB|
Rename
. Propert
%, 21 items selected bl

Show more details...

Next, now that these Hacker files are no longer being added every five minutes, I deleted all of

them from the system, showing a more clean look without as much influence from the “hacker”.

This could potentially be a way for the hacker to get into the system, so it is important to finally

delete all of the files.
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y|ﬁ » Control Panel » Metwork and Internet » Network and Sharing Center » Advanced sharing settings - |6, || Search Controf Panel }J‘

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for

each profile.
Home or Work @)
Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers. What is network discovery?

Mn on network discovery

4 Turn off netwark discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network, Lo

Wm on file and printer sharing
‘ rn off file and printer sharing

Public folder sharing

When Public folder sharing is on, peaple on the network, including homegroup members, can
access files in the Public folders. What are the Public folders?

(73 Turn on sharing so anyone with network access can read and write files in the Public folders
(@ Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network. o

‘ # Saveé changes H Cancel ]

In this screenshot, I turned off network discovery as well as file and printer sharing. The reason
for that was to defend against the malware for this lab primarily. This was done simply by going
to the control panel and then clicking on network and internet settings as displayed in the

screenshot.
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In this screenshot, I deleted all the unnecessary text of the hosts file. The reason for that was

primarily in order to connect to the internet on the VM properly.

d

,”, Local Area Connection Properties

MNetworking

Connect using:

I_-'.F Intel(R) PROA1000 MT Metwork Connection

This connection uses the following tems:

[] "™ Cliert for Microsoft Networks

[ EGDS Packet Scheduler

O .@. File and Printer Sharing for Microsoft Networks

[ -a Intemet Protocol Version 6 (TCP/IPvE)

<. |mtemet Protocol Wersion 4 (TCP/1Pv4)

[ & Link-Layer Topology Discovery Mapper 140 Driver
[] -« Link-Layer Topology Discovery Responder

Install... ] [ Lninstall Properties

Description
Allows this PC to be discoverad and located on the network:.

In this screenshot, I changed the internet settings and turned off the unnecessary settings that
were not required. The purpose of doing so was in order to connect to the internet on the Virtual

Machine properly.
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Internet Protocol Version 4 (TCP/IPwd) Properties

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IF settings.

@) Obtain an IP address automatically
(7 Use the following IP address:

| o py mp [ R FER
Diefault gateway

’Clbmin DMS server address automatically
);@EE the following DNS server addresses:
Preferred DNS server: 17 W . 8 . 3

Alternate DMS server:

[ validate settings upon exit

| ok || cancel |

In this screenshot, I changed the IPv4 settings and enabled the option for the DNS server to be
obtained automatically. This also was to cause the Virtual Machine to connect to the internet
properly since it was not doing so beforehand. In addition, it was set at the wrong address

causing the internet to not work on the VM.



